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Please note that this Confidentiality and Data Protection Policy is based on the 
current equivalent for the NHS Business Services Authority, the Information Security 
Management: NHS Code of Practice, and the Confidentiality: NHS Code of Practice. 

The following terms are used in this document 

Information 
Governance 

Information Governance is a framework to bring together 
all the legal rules, guidance and best practice that apply to 
the handling of information. 

Information 
Commissioner’s Office 

The Information Commissioner’s Office is the UK’s 
independent authority set up to uphold information rights in 
the public interest, promoting openness by public bodies 
and data privacy for individuals. 

Data Protection 
Principles 

All information and data which can identify a person, held 
in any format (visual/ verbal / paper / computer / microfilm / 
etc.) is safeguarded by the Data Protection Act (DPA) 
2018 and General Data Protection Regulation (GDPR), 
which are underpinned by 7 key principles. 

NHS Care Record 
Guarantee 

The NHS Care Record Guarantee for England sets out the 
rules that govern how patient information is used in the 
NHS and what control the patient can have over this. 

Caldicott Principles The Caldicott Principles represent best practice for using 
and sharing patient identifiable personal information and 
should be applied whenever a disclosure of personal 
information is being considered. 
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1. Introduction 
 

1.1  The Clinical Commissioning Group (CCG) has a legal obligation to 
comply with all appropriate legislation in respect of Data Protection and 
Information / Information Technology Security.  It also has a duty to 
comply with guidance issued by the Department of Health, NHS 
England, NHS Digital, other advisory groups to the NHS, and guidance 
issued by professional bodies, including the Information Commissioner’s 
Office. This includes meeting the data Security and Protection Toolkit 
requirements.  
 

1.2 All legislation relevant to an individual’s right to confidentiality and the 
ways in which that can be achieved and maintained are paramount to the 
CCG. 
 

1.3  Significant penalties could be imposed upon the CCG, and / or CCG 
employees for non-compliance with relevant legislation and NHS 
guidance.  
 

1.4  This Confidentiality and Data Protection Policy aims to detail how the 
CCG meets its legal obligations and NHS requirements concerning data 
security (confidentiality, integrity and availability). The requirements 
within the Policy are primarily based upon the Data Protection Act (DPA) 
2018 and General Data Protection Regulation (GDPR), as key pieces of 
legislation covering security and confidentiality of personal information. 
 

1.5  For the purpose of this policy other relevant legislation and appropriate 
guidance may be referenced.  A brief summary of the DPA, GDPR and 
associated legislation and guidance is detailed in Appendix 1. 
 

1.6  The NHS and related guidance listed below are the main publications 
referring to security and or confidentiality of person identifiable data 
(PID): 
 
a) Information Security Management: NHS Code of Practice; 
b) Confidentiality: NHS Code of Practice; 
c) Records Management Code of Practice for Health and Social 

Care 2016; 
d) HSC 1999/012 Caldicott Guardians ; 
e) The Caldicott Guardian Manual 2010; 
f) Information to share or not to share: The Information Governance 

Review; 
g) Data Security and Protection Toolkit, which has 10 Data Security 

Standards, including: 
 
Data Security Standard 1 

 
All staff ensure that personal confidential data is handled, stored and 
transmitted securely, whether in electronic or paper form. 
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Personal confidential data is only shared for lawful and appropriate 
purposes. Staff understand how to strike the balance between sharing 
and protecting information, and expertise is on hand to help them make 
sensible judgements. Staff are trained in the relevant pieces of 
legislation and periodically reminded of the consequences to patients, 
their employer and to themselves of mishandling personal confidential 
data. 
 
This includes the following requirements: 
 

 Records of processing activities are documented for all uses and 
flows of personal information;  

 Personal information is used and shared lawfully. 
 
Data Security Standard 2 
 
All staff understand their responsibilities under the National Data 
Guardian’s Data Security Standards, including their obligation to handle 
information responsibly and their personal accountability for deliberate 
or avoidable breaches. 
 
All staff understand what constitutes deliberate, negligent or complacent 
behaviour and the implications for their employment. 
They are made aware that their usage of IT systems is logged and 
attributable to them personally.  
Insecure behaviours are reported without fear of recrimination and 
procedures which prompt insecure workarounds are reported, with 
action taken. 
 
This includes the following requirements: 
 

 There is a clear understanding of what personal/confidential 
information is held; 

 Personal confidential information is processed/shared legally and 
securely; 

 Staff are supported in understanding their obligations under the 
National Data Guardian’s Data Security Standards. 

 
Data Security Standard 3 
 

All staff complete appropriate annual data security training and pass a 
mandatory test (this is the Data Security Awareness Training on the 
ESR System).  
 

1.7 All staff need to understand their obligations under the Data Security 
Standards, particularly the 3 standards relating to personal responsibility 
above. 
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2. Policy Statement 
 

2.1  This document defines the Confidentiality and Data Protection Policy for 
the CCG.  

 
2.2  The Confidentiality and Data Protection Policy applies to all personal 

information obtained and processed by the CCG and the CCG’s 
employees. 

 
2.3  This document: 
 

a) Sets out the organisation’s policy for the protection of all 
information obtained and processed; 

b) Establishes the responsibilities for Data Protection; 
c) Provides reference to the DPA 2018 and GDPR. 
 

3.  Principles 
 
3.1  The objective of this policy is to ensure the protection of CCG 

information in accordance with Data Protection legislation, that is: 

 
3.1.1 To ensure notification; 

 
The Information Commissioner is notified annually about the 
CCG’s use of personal information. 

 
3.1.2 To ensure professionalism; 
 

All information is obtained, held and processed in a professional 
manner in accordance with the DPA 2018 and GDPR Principles 
(which are listed in Appendix 1). 

 
3.1.3 To preserve security; 
 

All information is obtained, held and disclosed in a secure 
manner. 

 
3.1.4 To ensure awareness; 
 

Proper training and awareness is in place which informs all 
employees of their roles and responsibilities. 

 
3.1.5 Data Subject access; 

 
Prompt and helpful response to any data subject access request 
in accordance with the Subject Access Request Policy and 
procedure. 
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4. Scope of this Policy 
 
4.1    This policy applies to all personal information processed, stored on 

computer or relevant filing systems (manual records), or Closed Circuit 
Television and any extracts taken either printed, copied, or verbal, 
together with the CCG staff who use the information in connection with 
their work.  

 

4.2 Use of the term ‘CCG staff or employees’ throughout this document 
applies to all CCG employees regardless of whether they are directly 
employed, in a seconded post, or whether their remit is clinical or 
corporate. This includes: 

 

a) Employees of member practices who are employed by the CCG; 
b) CCG Committee and sub-committee members; 
c) Governing Body Members;    
d) Third parties acting on behalf of the CCG (including 

Commissioning Support and shared services);  
e) Agency, locum and other temporary staff engaged by the CCG; 
f) Students (including those on work experience), trainees and 

apprentices; 
g) Volunteers. 
 

5. Policy 
 

5.1  The overall Confidentiality and Data Protection Policy for the 
CCG is described below. 

 
5.2   The CCG needs to obtain and process information about different 

people for many purposes, for example, but not limited to: 
 

a) Pay and Pension; 
b) Work Management; 
c) Staff Training; 
d) Internal Telephone Directory; 
e) Administration of access to information systems; 
f) Smart Card applications; 
g) Email management; 
h) Claims processing; 
i) Staff records and administrative records; 
j) Matters relating to the prevention, detection and 

investigation of fraud and corruption in the NHS; 
k) Responding to complaints; 
l) Funding treatments and care; 
m) Safeguarding vulnerable adults and children; 
n) Patient and public involvement as part of the CCG’s 

commissioning role. 
 



9 
 

5.3    Such information may be kept in either computer and/or manual 
records.  In processing such personal data the CCG will comply 
with the DPA (2018) and GDPR principles (which are listed in 
Appendix 1). 
 

6. Data Protection Responsibilities 
 

6.1  Overall Responsibilities 
 

6.1.1  The CCG permit staff  to use computers and relevant filing 
systems (manual records) only in connection with their work, 
however, limited use of the internet/e-mail is allowed within the 
boundaries of this and other CCG policies for their own personal 
use prior to or after their normal working hours or during their 
lunch break. Where there is a necessity to conduct such activities 
within working hours this should be agreed with your line 
manager. As a general rule staff should not usually exceed 1 
hour per day for non-work related internet browsing. 

 
6.1.2 The CCG has a legal responsibility to register as a data controller 

with the Information Commissioner’s Office on an annual basis 
and to comply with the DPA (2018) and GDPR. 

 
6.1.3  The CCG, whilst retaining their legal responsibilities, has 

delegated Data Protection compliance to the nominated 
Information Governance Lead, supported by the Data Protection 
Officer: 

 
6.2  Information Governance Lead’s Responsibilities 

 
6.2.1 The Information Governance Lead’s responsibilities include: 

 
a) Ensuring that this policy is kept up to date; 
b) Ensuring that the appropriate procedures and practices are 

formulated and adopted by the CCG; 
c) Representing the CCG on Data Protection matters 

alongside the Data Protection Officer (DPO); 
d) Providing the appropriate leadership and direction on data 

protection matters for the CCG; 
e) Setting the standard of Data Protection training for staff 

across the CCG; 
f) Ensuring the Data Protection/Information Commissioner’s  

notification is reviewed, maintained and renewed annually 
for all use of personal information; 

g) Ensuring compliance with individual’s rights, including 
subject access; 

h) Acting as a central point of contact on Data Protection 
within the CCG, supplemented by the DPO; 
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i) Implementing an effective framework for the management 
of Data Protection and compliance with the Data Security 
and Protection Toolkit; 

j) Monitoring compliance with Data Protection legislation, 
and ensuring any infringements (i.e. unlawful disclosure of 
information or access for idle curiosity) are investigated 
and appropriately dealt with in conjunction with the DPO; 

k) Ensuring the audit of appropriate systems in accordance 
with risk analysis reviews; 

l) Assisting with Anti-Fraud and Security Management 
issues. 
 

6.3 Data Protection Officer Responsibilities 
 

6.3.1 The DPO responsibilities include: 
 

a) Advising colleagues on compliance and assignment of 
responsibilities under policies;  

b) Providing training and awareness raising for staff;  

c) Monitoring compliance with policies in relation to the 
protection of personal data and carrying out audits;  

d) Providing advice regarding Data Protection Impact 
Assessments;  

e) Taking a risk based approach to compliance;  

f) Reporting directly to the highest level of management;  

g) Acting as a contact point for and co-operating with the 
Information Commissioner; and  

h) Maintaining their own expert knowledge of data protection.  
 

6.4  Line Manager's Responsibilities 
 

6.4.1 All Line Managers across the whole of the CCG are directly 
responsible for: 

 
a) Ensuring that their staff are aware of their Data Protection 

responsibilities; 
b) Ensuring that their staff have had suitable Data Protection 

training. 
 
6.5  General Responsibilities 

 
6.5.1  All CCG employees are subject to Data Protection compliance 

and this policy.  They are accountable via personal liability. 
 
6.5.2   All CCG employees have a responsibility to inform the IG Lead of 

any new use of Personal Data as soon as possible after it has 
been identified or proposed, to ensure the CCG’s Data Flow Map 
is up-dated, Data Protection Impact Assessments and information 
sharing or data processing agreements are completed if 
appropriate, and the CCG’s Privacy Notices are kept up-to-date. 
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7. Staff Code of Conduct 
 
7.1  To ensure staff members are effectively informed of what is required of 

them, the CCG has an ‘Information Governance Compliance - Staff 
Code of Conduct’ (code) that identifies legal requirements and best 
practice. 

 
7.2  The code applies to all the different staff groups, e.g. for staff working 

with particularly sensitive information or those who have little access to 
confidential information. 

 
7.3  The code is set out below: 

7.3.1  The legal framework and the circumstances under which 
confidential information can be disclosed 

National guidance includes NHS Codes of Practice on 
Confidentiality, Records Management and Information Security 
Management; the Caldicott Principles; and the NHS Care Record 
Guarantee for England.  These national guidelines also provide a 
basis for local codes which can focus on particular work areas or 
staff groups.  The Caldicott Principles and the relevant extracts 
from the Care Record Guarantee are set out below. 

7.3.2  The NHS and Social Care Record Guarantees for England 

The NHS Care Record Guarantee for England sets out the rules 
that govern how patient information is used in the NHS and what 
control the patient can have over this.  The Guarantee was first 
published in 2005 and is reviewed annually by the National 
Information Governance Board. The Social Care Record 
Guarantee - published in 2009 - explains to service users how the 
information they provide to social care staff is used and what 
control they can have over this.  It complements the NHS Care 
Record Guarantee for England. 

Individuals’ rights regarding the sharing of their personal 
information are supported by the Care Record Guarantees, 
which set out high-level commitments for protecting and 
safeguarding service user information, particularly in regard to: 
individuals' rights of access to their own information, how 
information will be shared (both within and outside of the 
organisation) and how decisions on sharing information will be 
made. 

7.3.3  The Caldicott Principles. The Caldicott Principles were devised 
by the Caldicott Committee, which reported in 1997 following a 
review of patient-identifiable information.  They represent best 
practice for using and sharing identifiable personal information 
and should be applied whenever a disclosure of personal 
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information is being considered.  They were updated in the 2013 
Caldicott Report: 

1. Justify the purpose(s);  
2. Don’t use personal confidential data unless it is absolutely 

necessary; 
3. Use the minimum necessary personal confidential data;  
4. Access to personal confidential data should be on a strict 

need-to-know basis;  
5. Everyone with access to personal confidential data should 

be aware of their responsibilities;  
6. Comply with the law; 
7. The duty to share information can be as important as the 

duty to protect patient confidentiality.  
 

7.3.4  The systems and processes for protecting personal 
information 

 
These include all safe haven procedures, e.g. for answering 
telephone queries or receiving confidential faxes, any information 
sharing or processing protocols agreed with external 
organisations, encryption requirements for mobile devices and 
secure transfers of personal information. 

 
7.3.5  Who to approach within the CCG for assistance and advice 

on disclosure issues 
 

There are a range of individuals who can assist with difficult 
issues – the Information Governance Lead, Data Protection 
Officer, Caldicott Guardian, and Senior Information Risk Owner 
can be approached. 

7.3.6  Possible sanctions for breach of confidentiality or data loss 

The CCG will ensure that all staff members are aware of the 
possible disciplinary sanctions for failure to comply with their 
responsibilities, e.g. deliberately looking at records without 
authority; discussion of personal details in inappropriate venues; 
transferring personal information electronically without encrypting 
it, etc.  Sanctions can include disciplinary action, ending a 
contract, dismissal, or bringing criminal charges.  Since the 
GDPR became law in May 2018, the Information Commissioner's 
Office (ICO) may order organisations to pay up to £17 million as a 
penalty for serious breaches of Data Protection legislation. 

7.3.7    Staff Awareness 

The CCG will ensure that staff are effectively informed about the 
code through awareness sessions, team meetings, briefing 
notes or a combination of these.  The code must be accessible 
so it needs to be readily available – it will be published on the 
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Intranet.  Understanding what is required should be supported 
through staff training, e.g. through the on-line NHS Data 
Security Awareness training module via ESR which all staff can 
access. 

 
8. Equality and Diversity 
 
8.1 In applying this policy , the CCG will have due regard for the need to 

eliminate unlawful discrimination, promote equality of opportunity, and 
provide for good relations between people of diverse groups, in 
particular on the grounds of the following protected characteristics as 
outlined in the Equality Act (2010): age, disability, gender, gender 
reassignment, marriage and civil partnership, pregnancy and maternity, 
race, religion or belief, and sexual orientation, in addition to offending 
background, trade union membership or any other personal 
characteristic. 

 
8.2 The CCG values the diversity of its workforce and aims to ensure that all 

staff understand this commitment and adhere to the standards. 

9.       Monitoring and Review 

9.1 The CCG will have responsibility to monitor the effectiveness of this 
policy and review it every 3 years. Where a review is necessary due to 
legislative change, this will happen immediately. Minor changes may be 
approved by the Chief Executive  
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Appendix 1 
 

Associated Legislation and Guidance 
 

1.     Data Protection Act 2018 and General Data Protection 
Regulation - Data Protection Principles 

 
1.1        All information and data which can identify a person, held in any format 

(visual/ verbal / paper / computer / microfilm / etc.) is safeguarded by the 
Act, which is underpinned by 7 key principles. 

 

    Lawfulness, fairness and transparency; 

 Purpose limitation; 

 Data minimisation; 

 Accuracy; 

 Storage limitation; 

 Integrity and confidentiality (security); 

 Accountability. 

1.2  Details of these are provided below. 

1.    Personal data shall be processed lawfully, fairly and in a 
transparent manner in relation to the data subject (‘lawfulness, 
fairness, transparency’). 

2.     Personal data shall be collected for specified, explicit and 
legitimate purposes and not further processed in a manner that is 
incompatible with those purposes; further processing for archiving 
purposes in the public interest, scientific or historical research 
purposes or statistical purposes shall, in accordance with GDPR 
Article 89(1), not be considered to be incompatible with the initial 
purposes (‘purpose limitation’). 

3. Personal data shall be adequate, relevant and limited to what is 
necessary in relation to the purposes for which they are processed 
(‘data minimisation’). 

 
4.     Personal data shall be accurate and, where necessary, kept up to   

date; every reasonable step must be taken to ensure that personal 
data that are inaccurate, having regard to the purposes for which 
they are processed, are erased or rectified without delay 
(‘accuracy’). 

 
5.  Personal data shall be kept in a form which permits identification of 

data subjects for no longer than is necessary for the purposes for 
which the personal data are processed; personal data may be 
stored for longer periods insofar as the personal data will be 
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processed solely for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes in 
accordance with Article 89(1) subject to implementation of the 
appropriate technical and organisational measures required by this 
Regulation in order to safeguard the rights and freedoms of the 
data subject (‘storage limitation’). 

 
6. Personal data shall be processed in a manner that ensures 

appropriate security of the personal data, including protection 
against unauthorised or unlawful processing and against 
accidental loss, destruction or damage, using appropriate technical 
or organisational measures' (‘integrity and confidentiality 
(‘security’). 

 
7.  The controller shall be responsible for, and be able to demonstrate 

compliance with the other data protection principles and must be 
able to demonstrate compliance (‘accountability and governance’). 

 
2.        Human Rights Act 1998 
 
2.1  The Human Rights Act came into force in the UK in October 2000. The 

Act binds public authorities, including all NHS organisations, to respect 
and protect an individual’s human rights. This will include an individual’s 
right to privacy (under Article 8) and a service user’s right to expect 
confidentiality of their information at all times. 

 
2.2       Article 8 of the Act provides that ‘everyone has the right to respect for his 

private and family life, his home and his correspondence’. However, this 
article also states ‘there shall be no interference by a public CCG with 
the exercise of this right except as is in accordance with the law and is 
necessary in a democratic society in the interests of national security, 
public safety, or the economic well-being of the country, for the 
prevention or disorder or crime, for the protection of health or morals, or 
for the protection of the rights and freedoms of others’. 

 
2.3        Each organisation must act in a way consistent with these requirements. 

It must take an individual’s rights into account when sharing personal 
information about them. 

 

3.        Freedom of Information Act 2000 
 
3.1      This Act gives individuals rights of access to information held by public 

authorities. 

 
4.   Regulation of Investigatory Powers Act 2000 
 
4.1  This Act combines rules relating to access to protected electronic 

information as well as revising the ‘Interception of Communications Act 
1985’. The Act aims to modernise the legal regulation of interception of 
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communications in the light of the Human Rights laws and rapidly 
changing technology. 

 

5.        Crime and Disorder Act 1998 
 
5.1   This Act introduces measures to reduce crime and disorder, including 

the introduction of local crime partnerships around local CCG 
boundaries to formulate and implement strategies for reducing crime 
and disorder in that local area. 

 
5.2    The Act allows disclosure of person identifiable information to the 

Police, Local Authorities, Probation Service or the Health Service but 
only if the purposes are defined within the Crime and Disorder Act. The 
Act does not impose a legal requirement to disclose/exchange person 
identifiable information and responsibility for disclosure rests with the 
organisation holding the information. There should be a Crime and 
Disorder Protocol governing the disclosure/exchange and use of 
personal information within a local CCG boundary agreed and signed by 
all involved agencies and organisations. 

 

6.   The Computer Misuse Act 1990 
 
6.1  This Act makes it a criminal offence to access any part of a computer 

system, programs and/or data that a user is not entitled to access. Each 
organisation will issue an individual user ID and password which will 
only be known by the individual they relate to and must not be 
divulged/misused by other staff. This is to protect the employee from the 
likelihood of their inadvertently contravening this Act. 

 
6.2  Each organisation will adhere to the requirements of the Computer 

Misuse Act 1990 by ensuring staff are made aware of their 
responsibilities regarding the misuse of computers for personal gain or 
other fraudulent activities. Any member of staff found to have 
contravened this Act will be considered to have committed a disciplinary 
offence and be dealt with accordingly. 

 

7.   The Access to Health Records 1990 
 
7.1  This Act gives patient’s representatives right of access to their manually 

held health records, in respect of information recorded on or after 1 
November 1991. This Act is only applicable for access to deceased 
person’s records. All other requests for access to information by living 
individuals are provided under the right of access provisions of the Data 
Protection Act 2018. 

 

8.   Access to Medical Reports Act 1988 
 
8.1  This Act allows those who have had a medical report produced for the 

purposes of employment and/or insurance to obtain a copy of the 
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content of the report prior to it being disclosed to any potential employer 
and/or prospective insurance company. 

 

9.  The Telecommunications (Lawful Business Practice) 
(Interception of Communications) Regulations 2000 

 
9.1  This Act defines the scope for legitimate monitoring of communications 

within an organisation 
 

10. Obscene Publications Act 1959 
 

10.1  This Act makes it an offence to publish or distribute pornography. 
 

11.  Communications Act 2003 
 
11.1 This Act makes it an offence to transmit grossly obscene or offensive 

messages or untrue messages designed to cause annoyance, 
inconvenience or needless anxiety. 

 

12.  Protection of Children Act 1978 
 
12.1  This Act makes it an offence to possess child pornography. Possession 

includes viewing such material as well as downloading or storing it. 
 

13.  Copyright, Design and Patents Act 1988 
 
13.1  This Act is applicable to all types of creations, including text, graphics 

and sounds by an author or an artist. Any unloading or downloading of 
information through on-line technologies which is not authorised by the 
copyright owner will be deemed to be an infringement of his / her rights 
The application of the Copyright Act to electronic copying is even stricter 
than its application to photocopying, since the fair dealing arrangements 
which usually apply to libraries (i.e. one article per journal for the 
purposes of research or private study) do not exist for computerised 
materials. 

 
13.2  Some types of infringement give rise to criminal offences, the penalties 

for which may amount to up to two years' imprisonment or an unlimited 
fine. It is also possible for the copyright owner to claim compensation or 
to have infringing activities prevented by injunction 

 

14.  Protection from Harassment Act 1997 
 
14.1  This Act was passed following concern that stalking was not suitably 

dealt with under existing legislation, however it does not refer solely to 
stalking and covers harassment in a wider sense. The Act says that it is 
unlawful to cause harassment, alarm or distress by a course of conduct 
and states that: 
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A person must not pursue a course of conduct: 
 
(a)  Which amounts to harassment of another; and 
(b)  Which he knows or ought to know amounts to harassment of the 

other. 
 

15. Equality Act 2010 
 
15.1 This Act states that it is unlawful to discriminate against a person in the 

workplace and wider society. 
 

16. Information Security Management: NHS Code of Practice 
 
16.1  This is a guide to the methods and required standards of practice in the 

management of information security for those who work within or under 
contract to, or in business partnership with NHS organisations in 
England. It is based on current legal requirements, relevant standards 
and professional best practice. 

 

17.  Confidentiality: NHS Code of Practice 
 
17.1  Gives NHS bodies guidance concerning the required practice for those 

who work within or under contract to NHS organisations concerning 
confidentiality and patients’ consent to the use of their health records. It 
replaces previous guidance, HSG (96)18/LASSL (96) 5 – The Protection 
and Use of Patient Information, and is a key component of the 
information governance arrangements for the NHS. 

 

18.  HSC 1999/012 Caldicott Guardians and The Caldicott 
Guardian Manual 2017  

 
18.1 Provides guidelines relating to sharing of patient identifiable information 

and promotes the appointment of a senior health professional to 
oversee the implementation of the guidance. 

 
19.  Records Management Code of Practice for Health and 

Social Care 2016 
 
19.1  This was published by the Information Governance Alliance (IGA) for 

the Department of Health (DH). It is a guide to use in relation to the 
practice of managing records. The Code is relevant to organisations 
who work within, or under contract to NHS organisations in England. 
This also includes public health functions in Local Authorities and Adult 
Social Care where there is joint care provided within the NHS.   
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20.  The Privacy and Electronic Communications (EC   
Directive) Regulations 2003 (PECR) 

 
20.1  Sets out the rules concerning telecommunications and the processing of 

personal data. The Regulations cover topics such as direct marketing, 
text message reminder services, solicited and unsolicited marketing and 
cookies. 

 

21. Information Commissioner’s Guidance - Use and 
Disclosure of Health Data  

 
21.1 This guidance is concerned with the application of the Act with regards 

to the processing of information contained within health records. Please 
note that it is awaiting updating to reflect the Data Protection Act 2018 
but still provides useful information. 

 

22. Information Commissioner’s Guidance - Subject Access 
Code of Practice 2017 

 
22.1   This code of practice explains the rights of individuals to access their 

personal data. It also clarifies the data controller duties. Please note that 
it is awaiting updating to reflect the Data Protection Act 2018 but still 
provides useful information. 

 

23.     Data Security and Protection Toolkit  
 

23.1  This is an online self-assessment tool which replaced the Information 
Governance Toolkit in 2018/19 and allows organisations to measure 
their performance against the National Data Guardian’s 10 Data 
Security Standards. All organisations that have access to NHS patient 
data and systems must use this toolkit to provide assurance that they 
are practicing good data security and that personal information is 
handled correctly. Each organisation must make a submission by 31 
March each year. 
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Appendix 2 
 
EQUALITY IMPACT ASSESSMENT  

  Yes/No Comments 

1. Does the policy/strategy/guidance affect one group 
less or more favourably than another on the basis of: 

  

  Race No  

  Ethnic origins (including gypsies and travellers) No  

  Nationality No  

  Gender No  

  Culture No  

  Religion or belief No  

  Sexual orientation including lesbian, gay and 

bisexual people 

No  

  Age No  

  Disability - learning disabilities, physical disability, 

sensory impairment and mental health problems 

No  

2. Is there any evidence that some groups are affected 
differently? 

No  

3. If you have identified potential discrimination, are 
there any exceptions valid, legal and/or justifiable? 

N/A  

4. Is the impact of the strategy/guidance likely to be 
negative? 

No  

5. If so can the impact be avoided? N/A  

6. What alternatives are there to achieving the 
policy/guidance without the impact? 

N/A  

7. Can we reduce the impact by taking different action? N/A  

 
HUMAN RIGHTS IMPACT ASSESSMENT   

 
No aspect of this policy/strategy breaches a person’s Human Rights 

 
 

END OF DOCUMENT 


