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1. Introduction  
 

1.1. The organisation is required to have effective arrangements in place to govern 
the uses of information and information systems in the organisation. This 
strategy sets out the scope and approach that the organisation will operate to 
ensure legal and regulatory compliance and where practical best practice in 
handling information is achieved. 

 
2. Background 

 
2.1. Information Governance (IG) encompasses all aspects of handling information 

to ensure compliance with legislation, including the 2018 Data Protection Act, 
the General Data Protection Regulation (GDPR) and the Freedom of 
Information Act 2000, to meet regulatory standards for records management, 
information security and data quality. It recognises the significant overlap in 
activities, knowledge and skills required for these areas and aims to ensure 
consistency and efficiency of approach to deal with related matters.   

 
2.2 The ‘Data Security and Protection Toolkit (DSPT)’ is key to this as an online 

self-assessment tool that supports organisations to measure their performance 
against the National Data Guardian’s 10 data security standards and meet key 

GDPR requirements as identified in the NHS GDPR checklist. All organisations 

that have access to NHS patient data and systems must use the DSPT to 
provide assurance that they are practicing good data security and that personal 
information is handled correctly. The DSPT, and intelligence from other 
sources, will be used by CQC when conducting inspections, and for the CCG 
added assurance will be provided through an external audit of a selection of the 
DSPT requirements. In terms of providers of NHS care, completion of the 
DSPT is a requirement of the NHS Standard Contract, which will be monitored 
by the CCG and is a pre-requisite to support information sharing. 

  

2.3 In the wider context, organisations are now subject to significant monetary 
penalties if they are found to have failed in their responsibilities under Data 
Protection legislation. Numerous large fines have been imposed by the 
Information Commissioner’s Office. As a result, organisations are required to 
externally report incidents meeting the criteria in the September 2018 NHS 
Digital ‘Guide to the Notification of Data Security and Protection Incidents’ and 
provide assurance of compliance with IG standards in their Annual Report.  

 
2.4 The organisation takes its IG responsibilities seriously, not least its duty of care 

to patients/public in this respect. It also recognises that effective governance of 
information is a key supporting element to making best use of, and gaining real 
benefit from, information resources. 
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3. Strategic Approach and Objectives/Deliverables 
 

3.1  The fundamental objective for the strategy is to promote positive compliance 
with legislation and standards and by consequence reduce risk, with risk being 
identified in a number of categories:  

 
a)  Loss of public trust/confidence in the organisation (due in particular to 

losses/inappropriate disclosures); 
b)  Contribution to, or cause of, clinical or corporate negligence (due to 

unavailable, inaccurate, incomplete or out-of-date information);  
c)  Legal action, including fines, for non-compliance with Data Protection, 

Common Law, Human Rights and Freedom of Information legislation; 
   

3.2 In assessing activities to comply, the IG lead and other staff will evaluate 
requirements from a risk management perspective, utilising where possible 
existing risk assessment methods and standards (ISO 27000 series).  

3.3   Compliance objectives  

3.3.1 The aim is to have established key items within the CCG on which to 
build  compliance and assurance. This will include: 

a) Appointment of a Senior Information Risk Owner (SIRO), 
Caldicott Guardian and Data Protection Officer; 

b) Approval of this Information Governance Strategy and policy 
framework;  

c) Establishing the approach to the education of CCG staff;  
d) Establishing technical security;  
e) Establishing a process to manage information risks;   
f)  Ensuring that all staff contracts have appropriate confidentiality 

clauses; 
g) Ensuring all third party contractors have signed confidentiality 

agreements if they have access to personal or sensitive 
information; 

h) Ensuring all staff complete the national (mandatory) Data 
Security Awareness training Level 1 on appointment and 
annually thereafter; 

i)  Identifying specific educational needs and developing a delivery 
programme; 

j)  Defining and completing annual information risk assessments 
and a rolling programme of further assurance activities; 

k) Meeting the requirements of the DSPT. 
 

3.4 A ‘whole systems’ approach is fundamental to an effective Information 
Governance framework. To this extent, the work of the IG Team will incorporate 
the following core work streams, directed towards ensuring implementation of 
the Information Governance Policy and compliance with the DSPT:  
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3.4.1 IG management system – ensuring that the approaches and methods 
for handling information are clearly documented and evidenced. This will 
include oversight of IG work by appropriate committees/groups.  

 
Deliverables – a robust framework of policy and guidance that is 
approved, owned and promoted by the organisation.  

3.4.2  Education and awareness programme – of staff, partners, contractors 
and patients, achieved via formal and informal education and awareness 
programmes and a process to review and ensure compliance and 
privacy by design for all uses and new uses of information in terms of 
information systems, processes and development of healthcare services.  

Deliverables – a programme of educational activities that provide core 
education to all staff, which assesses staff knowledge and provides 
further support as required. Additional educational activities delivered to 
the staff that need them.  

3.4.3 Technical security solutions – establishing where technical solutions 
can aid the reduction of risk around handling data, but do not put 
unnecessary burden on staff working practices. This is overseen by the 
Information Governance Management Group (IGMG) and managed on a 
day-to-day basis by an integrated programme between Information 
Governance and IT services and linked to audits and risk assessment 
activities to identify requirements.  

Deliverables – any technical solution to improve security will be part of a 
defined business case (if needing funding) and project plan. Deliverables 
will be specifically defined within these.  
 

3.4.4  Information risk assessment programme – relating to compliance with 
policy and process and effectiveness of technical solutions and covering 
all aspects of related work, including system use, facilities, corporate 
records etc. This area includes specific local and internal audit 
programmes. This has a specific focus on knowing what information is 
held (information assets), where it comes from and where it goes to 
(information flows) and managing times when it is unavailable (business 
continuity).  

  Deliverables – regular risk reviews of systems and processes as part of 
the annual assurance and improvement work plan for IG.  

3.5    Annual reviews of the security of key information assets and information flows 
will be undertaken to ensure security is achieved and maintained as far as 
possible.  

3.6 There are also significant work programmes in other areas that support IG 
compliance, namely:  

a) Data Quality work – linked to performance, contract monitoring and 
secondary uses of data extracted from the patient record. This also 
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incorporates work to ensure that the use of Confidential Data is 
controlled appropriately; 

b) An annual work plan for assurance and improvement will be 
established linked to the DSPT compliance assessment. 

 

4. Scope 

 
4.1 This strategy applies to all CCG employees regardless of whether they are 

directly employed, in a seconded post or whether their remit is clinical or 
corporate. This includes: 

a) Employees of member practices who are employed by the CCG; 
b) Committees and sub-committees of the CCG; 
c) Governing Body Members;    
d) Third parties acting on behalf of the CCG (including Commissioning 

Support and shared services);  
e) Agency, locum and other temporary staff engaged by the CCG; 
f) Students (including those on work experience), trainees and 

apprentices; 
g) Volunteers. 

 
4.2 Collectively, and for the purpose of this strategy, the above will simply be 

referred to as CCG ‘staff or employees’ throughout the document.  
 

5. Accountability 
 

5.1 The Chief Executive has overarching responsibility for the effective 
management of IG within the CCG. 

5.2 IG support will be provided by the CCG’s Governance Team and St Helens 
and Knowsley Health Informatics Service IG Team (STHKIG). 

5.3 Key support is provided by the following CCG roles: 

5.3.1 Senior Information Risk Owner (SIRO): The role is currently held by 
the Chief Finance Officer and is required to be an executive board 
member. The role is to act as an advocate for ‘information risks’ and 
will provide the statement of internal control. The role will lead the 
identification and management of information risks that will affect the 
strategic direction of the organisation, as well as being responsible for 
the management of serious incidents. The role should have an 
overview of all areas of IG as defined in this document and it will pay 
particular regard to ‘information/data security (confidentiality, integrity 
and availability)’, ‘IG management’ and ‘corporate information 
assurance’. 

  
5.3.2 Caldicott Guardian: The role is currently held by the Chief Nurse. The 

focus of the role remains the use of patient data and, in terms of the 
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work areas within IG, the role will focus on confidentiality/data 
protection, clinical information and secondary uses of patient data.  
 

5.3.3 Data Protection Officer (DPO): The designated DPO has 
responsibility for the CCG’s data protection compliance and has the 

knowledge, support and authority to carry out their role effectively. 
 

5.4 The roles of SIRO, Caldicott Guardian and DPO are vital components within 
the organisation’s framework for handling information appropriately, however, 
as they have limited time for this area of work, there is also an operational and 
developmental support structure in place to develop, maintain and check the 
required areas of compliance.  
 

5.5 The table below illustrates the work areas, the key operational lead and the 
committees in place to oversee the required operational and development 
activities: 

 

Assurance Area Overseeing 
Committee 

CCG lead / STHKIG 
support 

Confidentiality & Data 
Protection 

Audit Committee SIRO/Information 
Governance 
Manager/Officer 

Clinical Information 
Quality & Governance  

Quality Committee Caldicott Guardian  

Information 
Governance 
Management 

Audit Committee SIRO/Information 
Governance 
Manager/Officer 

Secondary Uses Audit Committee SIRO/Information 
Governance 
Manager/Officer 

Information Security Audit Committee SIRO/Information Security 
Officer 

 
5.6 The table below provides a more detailed breakdown of the resources 

available to the CCG in furthering the IG agenda: 
 

Roles Identified Areas of Responsibility 

Senior Information 
Risk Owner (SIRO) 

Yes  Information Risk Management 
Assurance via Audit Committee to 
Governing Body on Information 
Risk  

Caldicott Guardian Yes  Patient identifiable Information  

STHK IG Manager – 
in conjunction with 
the CCG’s 
Governance Team 

Yes  IG Management 

 Data Protection legislation - 
compliance  
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 Freedom of Information Act 
compliance 

 Information Risk 

STHK Senior 
Information 
Governance Officer – 
in conjunction with 
the CCG’s 
Governance Team 

Yes  Supporting the IG Manager/CCG 
Governance Team in their duties 

 Collating and assessing  evidence 
provided for annual DSPT 
submission 

 Responding to ad hoc IG queries 
from patients and staff 

STHK Information 
Security Officer 

Yes  Information Security 

 System Information Risk 
Management 

Information Asset 
Owners (IAO) 

Yes 
 

 Reporting to SIRO on identified 
information risks 

 Eliminating information risk 

Information Asset 
Administrators (IAA) 

Yes  Conducting Risk Assessments on 
Information assets 

 Reporting to IAO 

All Yes  Information quality 

 Compliance with legislation 

 
5.7   The CCG Audit Committee (hereafter referred to as the Committee) will 

receive regular reports on Data Security and Protection/IG compliance. The 
Committee will be supported in this by the Information Governance 
Management Group (IGMG) which will be accountable to the Executive 
Management Team as per agreed Terms of Reference. The IGMG will 
comprise of  the CCG’s, Caldicott Guardian, Senior Information Risk Owner 
(SIRO), Head of Governance and DPO, supported by other roles within the 
CCG and the IG Manager/Officer at STHK,. The Audit Committee will include 
IG in their Terms of Reference and receive regular reports on the progress of 
the IG work programme, as well as reports on any IG events or incidents and 
associated investigations and required remedial actions.  
 

5.8   The IGMG will  prepare the arrangements for IG, including the IG Strategy  
and policies for scrutiny by EMT prior to seeking approval in accordance with 
the Scheme of Delegation; prepare associated processes and staff guidance 
for approval; oversee the delivery of the IG work programme and training 
programme; monitor, review and contribute to the information asset, risk 
management and data flow mapping programme, including being aware of 
routine and new information flows and any associated information sharing 
agreements for the asset register and data flow map; monitor the process of 
responding to freedom of information and subject access requests; receive 
reports on compliance spot checks; ensure the agreed approach to 
information handling is communicated to all staff and made available to the 
public; and review Data Protection Impact Assessments and information 
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sharing and data processing agreements prior to approval being sought in 
line with the Operational Scheme of Delegation. 

 

6. Management of IG Work/Action Plan and Compliance 
Assessment  

 
6.1 An IG Work/Action Plan will be developed and maintained. It will be 

monitored at the IGMG and regular reports will be provided to the Audit 
Committee. Reporting will enable the CCG to:  

 
a) Monitor and direct activities to improve compliance with requirements;  
b) Review and agree policies, processes and guidance; 
c) Ensure operational support for queries, education, service development 

and audit/assurance is in place and is effective. 
 

6.2 The workplan will be managed jointly by the CCG’s Head of Governance and 
the Information Governance Manager (STHK IG). It will be overseen by the 
Senior Information Risk Owner and Caldicott Guardian. 

6.3 The programme will identify the resources required and responsibilities within 
the CCG and STHKIG to deliver the programme. It will also identify timescales 
by which activities are intended to be completed. 
  

6.4 The STHKIG and CCG Governance Team will undertake the annual 
assessment required by the DSPT and will submit the results within the 
timeframe dictated by the Department of Health (currently end of financial 
year).  
 

6.5 The SIRO will approve the DSPT assessment prior to it being submitted. 
 

7. Relationship with STHKIG 
 
7.1  STHKIG will be undertaking a number of key activities on behalf of the CCG. 

The   CCG will, therefore, require assurance from STHKIG that the processing 
of personal data that it undertakes on behalf of the CCG is done in an 
appropriate and secure manner. STHKIG is required to undertake regular 
assessment of compliance with IG and improvement action where required. 

  
7.2   Requirements that STHKIG manage will be part of a Service Level Agreement 

between the parties, which stipulates the CCG as the legal ‘data controller’ of 
personal data and that STHKIG will act as a ‘data processor’ under the 
instruction of the CCG, and in accordance with data protection legislation, and 
will not process personal data in any manner or for any purpose that is not 
agreed with the CCG. 

  
7.3 The SLA/information sharing/data processing agreement will include the core 

purposes for processing data, as well as key principles and methods compliant 
with Caldicott principles to only use personal data when necessary and to use 
the minimum amount of personal data. 
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8. Information Governance Work/Action Plan 
 
8.1 The IG Work/Action Plan is agreed annually to achieve DSPT compliance, with 

a named lead person for each of the requirements.  This is in effect an 
‘improvement plan’ and forms part of this overall Information Governance 
Strategy. 

 
8.2 Fundamental to the success of delivering the Information Governance Strategy 

is developing an IG culture within the CCG.  Awareness and training must be 
provided to all staff who utilise information in their day-to-day work to promote 
this culture.  In order to achieve this, all CCG staff are required to complete 
Data Security Awareness training on appointment and annually thereafter, 
supplemented by further training if required for their role. 

 
8.3 The Caldicott Guardian and the Senior Information Risk Owner will also 

complete specific learning modules for their individual roles. 
 
8.4 Any associated resource implications linked to the implementation of the 

Information Governance Strategy and Work/Action Plan will be identified and 
actioned by the Information Governance Management Group or Audit 
Committee. 

 

9. Key Performance Indicators 

 
9.1 The following key performance indicators have been identified to measure the 

effectiveness of this document: 

a) Overall performance will be monitored by the Audit Committee; 
b) The DSPT will be completed by the annual deadline set nationally. A 

sample set of requirements will be subject to external audit, before 
submission; 

c) Staff will know who and where to direct Information Governance concerns 
to; 

d) Staff will receive annual Information Governance/Data Security Awareness 
training; 

e) Comparisons over time of incidents / complaints that contravene policy. 

10. Monitoring and Review of Strategy  

10.1 The implementation of the Information Governance Strategy, policies and 
improvement plan will ensure that information security and confidentiality is 
more effectively managed by the CCG.  The Strategy will be reviewed at least 
every 3 years and further actions developed against DSPT on an annual basis 
to identify key areas for continuous improvement. Minor changes to the 
Strategy may be approved by the Chief Executive. 
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Appendix 1 
 
EQUALITY IMPACT ASSESSMENT  

  Yes/No Comments 

1. Does the policy/strategy/guidance affect one group 
less or more favourably than another on the basis of: 

  

 Race No  

 Ethnic origins (including gypsies and travellers) No  

 Nationality No  

 Gender No  

       Culture No  

 Religion or belief No  

 Sexual orientation including lesbian, gay and bisexual 

people 

No  

 Age No  

 Disability - learning disabilities, physical disability, sensory 

impairment and mental health problems 

No  

2. Is there any evidence that some groups are affected 
differently? 

No  

3. If you have identified potential discrimination, are 
there any exceptions valid, legal and/or justifiable? 

N/A  

4. Is the impact of the strategy/guidance likely to be 
negative? 

No  

5. If so can the impact be avoided? N/A  

6. What alternatives are there to achieving the 
policy/guidance without the impact? 

N/A  

7. Can we reduce the impact by taking different action? N/A  

 
HUMAN RIGHTS IMPACT ASSESSMENT   
 
No aspect of this policy/strategy breaches a person’s Human Rights 
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